SERVICE SCHEDULES
G-Yeza Data Solutions (Pty) Ltd
Master Services Agreement


These Schedules form an integral part of the Master Services Agreement
and must be read in conjunction with the Main Agreement


SCHEDULE A: FIBRE CONNECTIVITY SERVICES

A.1 Service Description
A.1.1 Fibre Services comprise dedicated or contended symmetric/asymmetric Internet connectivity delivered over fibre optic infrastructure leased from Network Operators including Vox Telecom, Openserve, Frogfoot, Metrofibre, BCX, or other licensed carriers.

A.1.2 Service tiers include:
1. Business Fibre: Contended (typically 1:10 to 1:50 ratio), asymmetric or symmetric, uncapped;
1. Premium Fibre: Low contention (1:4 ratio), symmetric, uncapped, with priority support;
1. Dedicated Fibre: Uncontended 1:1, fully symmetric, guaranteed bandwidth, enhanced SLAs;

A.2 Coverage and Feasibility
A.2.1 Service availability is subject to Network Operator coverage and technical feasibility at Customer Premises.

A.2.2 Coverage classifications:
1. On-Net/Lit Building: Existing fibre infrastructure with active network equipment; standard installation timelines (10-15 business days);
1. On-Net/Unlit Building: Fibre present but not yet activated; extended installation timeline (15-30 business days);
1. Off-Net: No existing fibre infrastructure; may require network expansion, significantly longer timelines (30-90 days), potential additional costs;
1. Not Feasible: Location outside coverage area or technical/commercial constraints prevent deployment; alternative solutions (LTE, wireless) will be offered;

A.3 Installation and Activation
A.3.1 Installation includes:
1. Site survey and fibre path planning;
1. Fibre termination and splicing;
1. Installation of Network Interface Device (Optical Network Terminal);
1. Router configuration and setup;
1. Connection testing and activation;

A.3.2 Customer must provide:
1. Access to premises during installation;
1. Wayleave permissions from landlord/body corporate;
1. Power outlets with surge protection near equipment location;
1. Secure mounting location for ONT and router;

A.4 Service Specifications
A.4.1 Line speeds: 10Mbps, 20Mbps, 50Mbps, 100Mbps, 200Mbps, 500Mbps, 1Gbps, or custom as available.

A.4.2 Static IP addresses available at additional cost.

A.4.3 VLAN support for voice services where supported by Network Operator.

A.5 Equipment
A.5.1 Standard installation includes:
1. Optical Network Terminal (ONT/Modem) - remains Service Provider property;
1. WiFi Router (basic model included, premium models at additional cost);
1. Up to 20 meters of patch cable;

A.5.2 Customer Equipment requirements:
1. Devices must support minimum 1000BASE-T (Gigabit Ethernet) for services over 100Mbps;
1. WiFi devices should support 802.11ac or newer standards;

A.6 Fair Usage and Traffic Management
A.6.1 Services are uncapped but subject to fair usage principles. Excessive usage that impacts network performance may result in traffic shaping during peak hours.

A.6.2 Prohibited uses include operating servers for public access, reselling bandwidth, cryptocurrency mining (on residential plans), or activities violating Schedule H.

A.7 Service Relocation
A.7.1 Relocation fees apply as specified in the MSA. New location must be within Network Operator coverage area.

A.7.2 Minimum 60 days' notice required for relocation requests.

A.8 Support and Fault Resolution
A.8.1 Technical support available via:
1. Email: support@g-yeza.co.za;
1. Phone: 031 001 0984 (business hours);
1. Online portal: help@gyeza.on.spiceworks.com;

A.8.2 Fault response times per Schedule F (SLA).


SCHEDULE B: LTE AND WIRELESS SERVICES

B.1 Service Description
B.1.1 LTE and Wireless Services provide mobile broadband connectivity using 4G/LTE and 5G cellular networks as an alternative or backup to fixed-line connectivity.

B.1.2 Service offerings:
1. Fixed LTE: Capped or uncapped data packages delivered via external LTE antenna and indoor router;
1. Mobile LTE: Portable router solutions with capped or uncapped data;
1. 5G Services: Next-generation connectivity where coverage available;
1. Backup/Failover: LTE backup for primary fibre connections with automatic failover;

B.2 Coverage and Network
B.2.1 Services delivered on South African mobile networks (MTN, Vodacom, Telkom) depending on coverage and package selected.

B.2.2 Network selection based on:
1. Location and signal strength;
1. Data package requirements;
1. Performance and congestion levels;

B.3 Equipment and Installation
B.3.1 Fixed LTE installation includes:
1. Site survey and signal testing;
1. External LTE antenna (directional or omnidirectional);
1. LTE router with SIM card;
1. Cabling and power supply;
1. Network configuration and testing;

B.3.2 Mobile LTE includes portable router and SIM card; no installation required.

B.3.3 All LTE equipment remains Service Provider property unless purchased separately.

B.4 Data Packages
B.4.1 Capped packages: Specified data allocation per month (e.g., 50GB, 100GB, 250GB, 500GB); throttled to lower speed when cap reached.

B.4.2 Uncapped packages: Unlimited data subject to fair usage policy and potential throttling during network congestion.

B.4.3 Typical speeds:
1. 4G/LTE: 5-50Mbps download, 2-20Mbps upload (varies by signal and congestion);
1. 5G: 50-500Mbps download, 20-100Mbps upload (where available);

B.5 Fair Usage Policy
B.5.1 Uncapped packages subject to network management:
1. Traffic shaping may apply during peak hours (18:00-23:00);
1. Excessive usage (typically >1TB/month) may result in throttling or review;
1. Prohibited: Peer-to-peer file sharing, torrenting, public server hosting on residential plans;

B.6 Service Limitations
B.6.1 Wireless services are inherently less reliable than fixed-line due to:
1. Weather conditions and atmospheric interference;
1. Network congestion during peak periods;
1. Mobile network maintenance and upgrades;
1. Signal strength variations;

B.6.2 SLA commitments are reduced compared to fibre services (see Schedule F).

B.7 SIM Card and Number Portability
B.7.1 SIM cards remain Service Provider property and must be returned upon termination.

B.7.2 Number portability not applicable for data-only services.


SCHEDULE C: EQUIPMENT RENTAL AND LEASE

C.1 Equipment Categories
C.1.1 The Service Provider offers rental/lease of the following equipment categories:
1. Network Equipment: Routers, switches, firewalls, access points, modems, ONTs;
1. Unified Communications: IP phones, PBX systems, conference equipment;
1. Compute Infrastructure: Servers, workstations, storage devices;
1. Security Systems: CCTV cameras, NVRs, access control systems;
1. Peripherals: Printers, scanners, displays;

C.2 Rental Terms
C.2.1 Equipment rental operates under two models:
1. Bundled Rental: Equipment included as part of service package (e.g., router with fibre service); rental fee incorporated into monthly service fee;
1. Standalone Rental: Equipment rented independently with separate monthly rental fee;

C.2.2 Minimum rental term: 12 months unless otherwise specified.

C.2.3 Rental fees are payable monthly in advance and subject to annual CPI escalation.

C.3 Title and Ownership
C.3.1 All rented Equipment remains the property of the Service Provider at all times.

C.3.2 Customer acquires no ownership rights through rental payments.

C.3.3 Equipment may not be sold, transferred, pledged, or encumbered by Customer.

C.4 Installation and Commissioning
C.4.1 Installation services included for network equipment rentals.

C.4.2 Professional installation fees apply for complex infrastructure (servers, security systems, structured cabling).

C.4.3 Basic configuration and commissioning included; advanced customization billed separately.

C.5 Maintenance and Support
C.5.1 Standard maintenance included in rental fee:
1. Firmware and software updates;
1. Defect repairs and replacements;
1. Technical support during business hours;
1. Remote monitoring (where applicable);

C.5.2 Excluded from maintenance:
1. Damage from misuse, negligence, or unauthorized modifications;
1. Loss or theft of equipment;
1. Environmental damage (water, fire, power surge beyond UPS protection);
1. Configuration changes or troubleshooting outside agreed scope;

C.6 Equipment Replacement
C.6.1 Service Provider may replace Equipment with equivalent or superior models:
1. During regular technology refresh cycles;
1. When original equipment reaches end-of-life;
1. For performance or security improvements;

C.6.2 Replacements performed at no additional cost unless upgrading to higher-spec equipment at Customer request.

C.7 Customer Obligations
C.7.1 Customer shall:
1. Use Equipment only for intended purposes;
1. Maintain suitable operating environment (temperature, ventilation, power);
1. Implement physical security measures;
1. Report faults or damage promptly;
1. Not remove Equipment from Customer Premises without authorization;
1. Return Equipment in good working condition upon termination;

C.8 Loss, Theft, and Damage
C.8.1 Customer liable for Equipment value in cases of:
1. Theft resulting from inadequate security measures;
1. Loss due to Customer negligence;
1. Damage beyond normal wear and tear;
1. Failure to return Equipment upon termination;

C.8.2 Replacement value calculated at current retail value less reasonable depreciation.

C.8.3 Customer must maintain adequate insurance for rented Equipment or accept liability for replacement.

C.9 Termination and Return
C.9.1 Upon termination of rental:
1. Customer must return all Equipment within 7 business days;
1. Equipment must be in good working condition (normal wear accepted);
1. Customer responsible for packaging and courier costs;
1. Service Provider may arrange collection at Customer's cost;

C.9.2 Failure to return Equipment within 14 days constitutes theft and will be reported to authorities.

C.10 Purchase Option
C.10.1 Customer may purchase rented Equipment at fair market value, subject to:
1. Minimum 24 months rental period;
1. Equipment still in production and supported;
1. Service Provider agreement (not available for specialized network equipment);

C.10.2 Purchase price: Fair market value less 50% of rental fees paid over preceding 24 months.


SCHEDULE D: SOFTWARE LICENSING SERVICES

D.1 License Types
D.1.1 The Service Provider offers licensing for:
1. Operating Systems: Windows Server, Windows Desktop, Linux distributions;
1. Productivity Suites: Microsoft 365, Google Workspace, LibreOffice support;
1. Security Software: Antivirus, EDR, firewalls, VPN solutions;
1. Business Applications: Accounting, CRM, ERP, project management;
1. Communication Tools: VoIP, video conferencing, collaboration platforms;
1. Backup and Recovery: Veeam, Acronis, cloud backup solutions;
1. Monitoring and Management: RMM tools, network monitoring, asset management;

D.2 Licensing Models
D.2.1 Subscription licenses:
1. Monthly or annual billing;
1. Includes updates, upgrades, and support;
1. Flexible scaling (add/remove users);
1. Terminates with non-payment or contract end;

D.2.2 Perpetual licenses:
1. One-time purchase with ongoing maintenance fees;
1. Customer owns license permanently;
1. Optional annual maintenance for updates and support;

D.3 License Compliance
D.3.1 Customer responsible for:
1. Using software only within licensed scope (users, devices, locations);
1. Maintaining accurate records of software deployment;
1. Promptly reporting license overages;
1. Cooperating with license audits by vendor or Service Provider;

D.3.2 Over-deployment or unlicensed usage will result in:
1. Immediate invoice for additional licenses at current rates;
1. Possible vendor audit fees and penalties;
1. Potential legal action for material non-compliance;

D.4 Deployment and Support
D.4.1 Service Provider offers:
1. License procurement and provisioning;
1. Basic installation and configuration support;
1. User training (basic level included, advanced training billed separately);
1. Tier 1 technical support for licensed software;

D.4.2 Advanced support services (custom integrations, migrations, troubleshooting) quoted separately.

D.5 Updates and Upgrades
D.5.1 Subscription licenses include automatic access to:
1. Security patches and bug fixes;
1. Feature updates and enhancements;
1. Major version upgrades;

D.5.2 Perpetual licenses require active maintenance agreement for updates.

D.6 Data and Backups
D.6.1 Customer solely responsible for backing up data within licensed software.

D.6.2 Cloud-based software may include vendor backup features; Customer should verify backup frequency and retention.

D.6.3 Service Provider offers backup solutions as separate service (Schedule E).

D.7 Termination
D.7.1 Subscription licenses terminate upon:
1. Non-payment for 30 days past due date;
1. Contract expiration (if not renewed);
1. Material breach of license terms;

D.7.2 Upon termination:
1. Customer must immediately cease using software;
1. Customer must uninstall or delete software from all devices;
1. Customer must export and backup all data before termination date;
1. Access to cloud services will be revoked;

D.8 Intellectual Property
D.8.1 All intellectual property in licensed software remains property of software vendor or Service Provider.

D.8.2 Customer receives non-exclusive, non-transferable right to use software per license terms.

D.8.3 Prohibited: Reverse engineering, decompilation, modification, resale, or sublicensing.


SCHEDULE E: MANAGED IT AND VOICE SERVICES

E.1 Managed IT Services
E.1.1 Service offerings:
1. Managed Network Services: 24/7 monitoring, configuration management, security patching;
1. Endpoint Management: Desktop/laptop monitoring, patch management, antivirus;
1. Server Management: Windows/Linux server monitoring, backup verification, performance tuning;
1. Cloud Infrastructure: AWS/Azure/GCP management, cloud migration, optimization;
1. Security Services: Firewall management, vulnerability scanning, security audits, incident response;
1. Backup and Disaster Recovery: Automated backups, replication, disaster recovery planning and testing;
1. Help Desk: Tiered support (8/5, 24/7 options), ticket system, remote assistance;

E.2 Service Packages
E.2.1 Essential Package:
1. 8/5 business hours support;
1. Remote monitoring and alerting;
1. Monthly patch management;
1. Basic security management;
1. Email and phone support;

E.2.2 Professional Package:
1. 12/7 support (07:00-19:00, Mon-Sat);
1. Proactive monitoring with automated remediation;
1. Weekly patch management;
1. Advanced security (EDR, threat intelligence);
1. Monthly reports and optimization recommendations;
1. Priority support queue;

E.2.3 Enterprise Package:
1. 24/7/365 support with escalation procedures;
1. Real-time monitoring with instant alerts;
1. Continuous security monitoring and SOC services;
1. Dedicated account manager and virtual CIO services;
1. Quarterly business reviews and strategic IT planning;
1. Disaster recovery testing (annual);

E.3 Voice Services
E.3.1 Hosted PBX/IP Centrex:
1. Cloud-based phone system with no on-premise equipment;
1. Features: Auto-attendant, call routing, voicemail-to-email, call recording, conferencing;
1. Mobile and desktop apps for unified communications;
1. Per-user monthly pricing;

E.3.2 SIP Trunking:
1. Connect existing PBX to VoIP network;
1. Concurrent call channels (5, 10, 20, 50+);
1. Local and international calling rates;

E.3.3 VoIP Quality Requirements:
1. Minimum 100Kbps per concurrent call;
1. QoS configuration on network equipment;
1. Dedicated VLAN for voice traffic (recommended);
1. Battery backup for IP phones and network equipment;

E.4 Scope of Services
E.4.1 Included in managed services:
1. Monitoring and alerts per agreed thresholds;
1. Routine maintenance and updates;
1. Incident response and troubleshooting;
1. Configuration changes (within scope);
1. Monthly reporting and documentation;

E.4.2 Excluded from managed services (billable separately):
1. New projects and infrastructure deployments;
1. Hardware replacements or upgrades;
1. Software licensing costs;
1. On-site visits (unless included in package);
1. Training and consulting services;
1. Application development or customization;

E.5 Customer Responsibilities
E.5.1 For effective managed services, Customer must:
1. Grant remote access to managed systems;
1. Maintain current inventory of IT assets;
1. Approve maintenance windows and change requests;
1. Participate in quarterly reviews;
1. Notify Service Provider of environment changes;


SCHEDULE F: SERVICE LEVEL AGREEMENTS

F.1 Fibre Services SLA
F.1.1 Availability Target: 99.5% uptime per month (excluding planned maintenance).

F.1.2 Fault Response Times:
	Metric
	Standard Service
	Premium Service

	MTTA (Acknowledge)
	4 hours
	2 hours

	MTTTR (Temporary Repair)
	24 hours
	12 hours

	MTTPR (Permanent Repair)
	72 hours
	48 hours



F.1.3 Planned Maintenance: Maximum 4 hours per month, scheduled outside business hours with 7 days' notice.

F.2 LTE/Wireless Services SLA
F.2.1 Availability Target: 98% uptime per month (subject to mobile network availability).

F.2.2 Fault Response: MTTA 8 hours, MTTPR 48 hours (business days).

F.2.3 Service Provider not liable for mobile network outages beyond its control.

F.3 Managed IT Services SLA
F.3.1 Response Times by Priority:
	Priority
	Essential
	Professional
	Enterprise

	P1 (Critical)
	4 hours
	2 hours
	1 hour

	P2 (High)
	8 hours
	4 hours
	2 hours

	P3 (Medium)
	24 hours
	12 hours
	8 hours

	P4 (Low)
	48 hours
	24 hours
	12 hours



F.4 SLA Exclusions
F.4.1 SLA commitments do not apply during:
1. Scheduled maintenance windows (with proper notice);
1. Force Majeure events;
1. Customer-caused outages (equipment damage, configuration changes);
1. Third-party infrastructure failures beyond Service Provider control;
1. Denial of service attacks or similar security incidents;

F.5 SLA Credits
F.5.1 If SLA targets not met, Customer entitled to service credits:
	Availability %
	Credit

	98.0% - 99.4%
	10% of monthly fee

	95.0% - 97.9%
	25% of monthly fee

	Below 95%
	50% of monthly fee



F.5.2 Credits must be claimed within 30 days of incident; applied to next invoice.

F.5.3 Maximum credit per month: 50% of monthly recurring fee.


SCHEDULE G: PRICING, PAYMENT, AND BILLING

G.1 Fee Structure
G.1.1 Fees comprise:
1. Once-off Fees: Installation, activation, setup, commissioning, migration services;
1. Recurring Fees: Monthly service fees, equipment rental, software licenses, support packages;
1. Usage Fees: Voice call charges, data overage, pay-per-use services;
1. Professional Services: Project work, consulting, training, custom development (quoted separately);

G.2 Invoicing and Payment
G.2.1 Billing cycle:
1. Recurring fees: Billed monthly in advance on 1st of month;
1. Usage fees: Billed monthly in arrears;
1. Once-off fees: Billed upon service activation or completion;

G.2.2 Payment terms: 7 calendar days from invoice date unless otherwise agreed.

G.2.3 Accepted payment methods:
1. Electronic Funds Transfer (EFT) - preferred method;
1. Debit order (subject to approval);
1. Cash deposits (for amounts under R5,000);

G.2.4 Bank details provided on each invoice.

G.3 Pro-Rata Billing
G.3.1 Services activated mid-month: First invoice pro-rated for partial month.

G.3.2 Services terminated mid-month: No refund for unused portion of month.

G.4 Price Escalation
G.4.1 Annual price increases on anniversary date:
1. Linked to CPI (Consumer Price Index) or;
1. Fixed escalation rate specified in Service Order;

G.4.2 Mid-term increases permitted for:
1. Network Operator rate increases (passed through);
1. Third-party licensing fee increases;
1. Regulatory cost changes (spectrum fees, ICASA levies);

G.4.3 Minimum 60 days' notice provided for price increases.

G.5 Deposits and Guarantees
G.5.1 Deposits required:
1. New customers without credit history: One month's recurring fees;
1. High-value equipment installations: Up to three months' fees or equipment value;
1. Off-net fibre installations: Installation cost in full before commencement;

G.5.2 Deposit refund: Within 30 days of contract end, less any outstanding amounts.

G.6 Late Payment
G.6.1 Interest on overdue accounts: 2% per month compounded monthly.

G.6.2 Suspension timeline:
1. Day 8: First payment reminder;
1. Day 14: Final notice before suspension;
1. Day 21: Services suspended;
1. Day 30: Termination notice issued;

G.6.3 Reconnection fee: R500 plus payment of all arrears and current month.

G.7 Disputed Invoices
G.7.1 Disputes must be lodged within 7 days of invoice date.

G.7.2 Customer must pay undisputed portion while dispute investigated.

G.7.3 Service Provider will investigate and respond within 14 business days.

G.8 Tax and Regulatory Fees
G.8.1 All prices exclude VAT unless stated. VAT at prevailing rate added to all invoices.

G.8.2 Any government-imposed levies, taxes, or regulatory fees passed through to Customer.


SCHEDULE H: ACCEPTABLE USE POLICY

H.1 Purpose
This Acceptable Use Policy governs Customer use of all Services to protect network integrity, comply with laws, and ensure fair usage for all customers.

H.2 Prohibited Activities
H.2.1 Illegal Activities - Customer shall not use Services for:
1. Any activity violating South African law or international law;
1. Distributing, storing, or transmitting child sexual abuse material;
1. Copyright or intellectual property infringement;
1. Fraud, identity theft, or financial crimes;
1. Drug trafficking or sale of controlled substances;
1. Terrorism, extremism, or incitement to violence;

H.2.2 Security Violations - Customer shall not:
1. Attempt unauthorized access to networks, systems, or accounts;
1. Distribute malware, viruses, ransomware, or malicious code;
1. Conduct port scanning, penetration testing, or vulnerability assessments on third parties without authorization;
1. Participate in or facilitate DDoS attacks;
1. Attempt to circumvent security measures or authentication systems;

H.2.3 Network Abuse - Customer shall not:
1. Send spam, unsolicited bulk email, or commercial messages;
1. Engage in email harvesting or address list compilation;
1. Operate open mail relays or proxy servers;
1. Engage in activities causing network congestion or degradation;
1. Forge headers or manipulate identifiers to disguise message origin;

H.2.4 Content Restrictions - Customer shall not host, transmit, or distribute:
1. Content promoting hate speech, discrimination, or violence;
1. Defamatory, libelous, or harassing content;
1. Content violating privacy rights or containing personal information without consent;
1. Pirated software, media, or copyrighted content;

H.2.5 Resale and Bandwidth Sharing - Without written authorization:
1. Reselling or redistributing Services to third parties;
1. Operating WiFi hotspots for public access (commercial use);
1. Providing Internet services to multiple businesses from single connection;

H.3 Fair Usage Guidelines
H.3.1 While Services may be advertised as uncapped, Customer agrees to:
1. Use Services reasonably and not monopolize bandwidth;
1. Avoid sustained high-bandwidth activities during peak hours on contended services;
1. Accept potential traffic shaping for peer-to-peer, torrenting, or other high-bandwidth protocols during congestion;

H.4 Server and Hosting Restrictions
H.4.1 On residential/business packages (not dedicated hosting plans):
1. Permitted: Personal websites, file servers for own use, development/testing servers, private cloud storage;
1. Prohibited: Public web hosting, gaming servers open to public, cryptocurrency mining (on residential plans), commercial streaming servers;

H.5 Monitoring and Enforcement
H.5.1 Service Provider reserves right to:
1. Monitor network traffic for security, abuse prevention, and capacity planning;
1. Implement traffic management to ensure network stability;
1. Investigate suspected violations upon receipt of complaints or detection of suspicious activity;

H.5.2 Service Provider does not routinely monitor content but will investigate:
1. Abuse reports from third parties;
1. Law enforcement requests;
1. Automated security alerts (malware, botnet activity);

H.6 Consequences of Violation
H.6.1 Upon detecting or receiving report of violation:
1. Minor violations: Warning issued, customer required to cease activity;
1. Moderate violations: Temporary service suspension until issue resolved;
1. Serious violations: Immediate termination without notice, reporting to authorities;

H.6.2 Customer liable for all costs, damages, and legal fees resulting from AUP violations.

H.7 Reporting Abuse
H.7.1 To report abuse, contact: abuse@g-yeza.co.za

H.7.2 Include: Date/time of incident, source IP addresses, evidence (headers, logs, screenshots), nature of violation.


SCHEDULE I: DATA PROTECTION AND PRIVACY

I.1 POPIA Compliance
I.1.1 Both parties shall comply with the Protection of Personal Information Act, 2013 (POPIA) and all applicable data protection legislation.

I.1.2 Service Provider acts as:
1. Responsible Party: For Customer account information, billing data, and service usage records;
1. Operator: For Customer data transmitted through or stored on Services (where applicable);

I.2 Data Collection and Use
I.2.1 Service Provider collects and processes:
1. Customer Information: Name, contact details, ID/registration number, billing information;
1. Service Usage: Connection logs, bandwidth usage, IP addresses, device identifiers;
1. Support Communications: Tickets, emails, phone call recordings;

I.2.2 Data used for:
1. Service provisioning and delivery;
1. Billing and payment processing;
1. Network security and abuse prevention;
1. Technical support and troubleshooting;
1. Legal compliance and law enforcement requests;
1. Service improvement and capacity planning;

I.3 Data Security
I.3.1 Service Provider implements reasonable technical and organizational measures:
1. Encryption of data in transit (HTTPS, VPN, TLS);
1. Access controls and authentication;
1. Regular security updates and patching;
1. Network segmentation and firewalls;
1. Intrusion detection and monitoring;
1. Staff training on data protection;

I.4 Data Retention
I.4.1 Retention periods:
1. Account records: Duration of contract + 7 years (tax compliance);
1. Connection logs: 90 days (regulatory requirement);
1. Support tickets: 3 years;
1. Email content: Not retained (pass-through only);

I.5 Data Subject Rights
I.5.1 Customer has right to:
1. Access personal information held by Service Provider;
1. Request correction of inaccurate information;
1. Object to processing (where lawful basis exists);
1. Request deletion (subject to legal retention requirements);

I.5.2 Requests to: privacy@g-yeza.co.za; processed within 30 days.

I.6 Data Breach Notification
I.6.1 In event of data breach affecting Customer information:
1. Service Provider shall notify Customer within 72 hours of becoming aware;
1. Notification shall include: Nature of breach, data affected, potential consequences, remediation steps;
1. Service Provider shall report to Information Regulator as required by POPIA;

I.7 Third-Party Disclosure
I.7.1 Service Provider may disclose Customer data to:
1. Network Operators (for service delivery);
1. Payment processors (for billing);
1. Software vendors (for licensing and support);
1. Law enforcement (upon valid legal request);
1. Professional advisors (legal, financial, insurance);

I.7.2 All third parties bound by appropriate data protection obligations.

I.8 Lawful Interception
I.8.1 Service Provider complies with Regulation of Interception of Communications and Provision of Communication-Related Information Act (RICA).

I.8.2 Service Provider may provide communications data to law enforcement agencies pursuant to lawful interception directives without notifying Customer.

I.9 Customer Responsibilities
I.9.1 Where Customer processes personal information of third parties using Services:
1. Customer acts as Responsible Party and is solely responsible for POPIA compliance;
1. Customer must obtain necessary consents and lawful basis for processing;
1. Customer must implement appropriate security measures;
1. Customer indemnifies Service Provider for any violations arising from Customer's processing;




— END OF SCHEDULES —


G-Yeza Data Solutions (Pty) Ltd
K201710227907 | www.g-yeza.co.za
info@g-yeza.co.za | 031 001 0984 | VAT: 4190300485
